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Abstract—Hardware security, application of modern digital
cryptography and authentication technologies for protecting
information in electronics, involves analog functionality to avoid
physical threats in operation fields. This paper introduces
semiconductor integrated circuits designed for on-chip detection
and disablement of malicious attempts on cryptographic devices
through side-channel and fault attacks. The protection against
local electromagnetic attack (LEMA) and laser fault injection
attack (LFIA) are demonstrated with Silicon measurements.
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1. INTRODUCTION

Proliferation of cryptographic devices emerges among
internet-of-things (IoT) applications [1]. Symmetric ciphers are
chosen for encryption/decryption of data and control code
protection in the communication between small scale nodes and
centralized servers. Public-key ciphers realize the higher order
security functionality like message authentication with digital
signature [2]. Continuous efforts have been devoted to
implement ciphers in semiconductor integrated circuit (IC) chips
with low-power and small footprint features [3], [4] or even in
field programmable gate array (FPGA) devices [5], [6]. The
adoption of cipher algorithms will be extended among general
electronics toward the security and safety of autonomous driving
vehicles, machine learning facilities, medical and healthcare
devices, and many other applications.

However, there have also been a variety of attempts to derive
secret information of “key” from cryptographic devices during
their actual operation in fields. The attempts explore transistor-
level vulnerabilities of a cryptographic device actualizing cipher
algorithm, and are therefore classified as a physical attack or an
implementation attack. Passive attacks observe side-channel
information leakage, as in a side-channel attack (SCA) [7], [8],
[9] while active attacks analyze the difference between
erroneous outputs after an intentional fault injection with
originally correct outputs, as in a fault attack (FA) [10], [11],
[12]. As one of the most efficient active attacks, the fault
sensitivity attack (FSA) directly relates the minimum power of
intentional fault injection with secret information [13], [14].
Emerging threats of Hardware Trojans need to be considered in
the design of modern electronics systems [15], [16].
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Figure 1: IC chip with cryptographic processor.

Operation environment of ICs in a packaged chip can be in-
place evaluated by on-chip power supply and signal waveform
monitoring techniques [17], [18]. On-chip power noise
measurements have promoted the design and analysis of very
large scale IC chips for power integrity, signal integrity and
electromagnetic compatibility [19].

This paper discusses the evolvement of on-chip monitoring
capability of an IC chip toward physical attack protection.
Sections II and III classify physical attacks and associated on-
chip characterizations, respectively. Section IV demonstrates
on-chip protection circuits and examples. Section V summarizes
the paper.

II. PHYSICAL ATTACKS

An IC chip as a cryptographic device generally includes a
cryptographic processor in its part of digital system, as shown in
Fig. 1. Plain and cypher texts are communicated through digital
interface (I/F) with other processing elements. Power supply
(Vop) and ground (Vss) are provided by power management
circuits (PMC) involving dc-dc converters and reference voltage
generators. Also, a phase-locked loop (PLL) regulates the core
operating frequency. From an ideal viewpoint, the crypto
processor is therefore isolated from the off chip in signaling as
well as powering [20], [21], [22], [23]. However, physical
attacks still potentially jeopardize hardware level security by
breaking isolation walls [24], [25], [26].

The power current at the core Vpp varies with the progress
of processing steps according to a cipher algorithm. An external
observer has a chance to deduce secret key bytes from power
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Figure 2: IC chip under attacks.

current waveforms, as is known as side-channel information
leakage. The waveforms on the core Vpp can be captured by
measuring electromagnetic (EM) emanations with micro
antennas closely positioned to an IC chip [27], even if the power
current is separated by PMC from a power source assembled off-
chip on PCB.

The crypto processor produces erroneous output bits once an
observer intentionally injects faults to flip internal values of
memory macros or register files, likewise soft errors
spontaneously induced by cosmic rays. The observer can
assume that the specific fault bit is processed by a cipher
algorithm as in a normal way and then reduce the search space
of secret key bytes. The EM irradiation can be straightforwardly
focused on the area of storage nodes within the die. This is more
efficient than other intentional disturbances like voltage surges
and clock glitches, which can be prevented by the PMC and PLL,
respectively.

Physical attacks are classified in Fig. 2 with associated
physical medias and packaging options. An attacker has the
choice of tool suites for either optics or microwaves. The former
is advantageous in localizing attacks in space and time with the
resolution of 1 pm and 10 ns, respectively, while needing
decapsulation. The latter is more flexible in selecting locations,
angles as well as frequencies of interest, while spread over 100
wm or more in space. The attack efficiencies are also dependent
on the orientation of IC chips in either face up or flip chip
assembly, with the difference of access distance or penetration
to the transistors as the source of vulnerability. The challenge of
attacks has been reported not only on custom IC chips while also
on cryptographic functionality on FPGA devices.

III. ON-CHIP CHARACTERIZATION

A. Side-Channel Information Leakage

An on-chip waveform monitor (OCM) of Fig. 3 realizes in-
place characterization of side-channel information leakage [17].
The voltage variation is measured at the probe points of interest,
on the core Vpp, core Vss and even Silicon substrate. The OCM
can only provide in-place measurement capability on those on-
chip voltage domains, which are expected to be isolated from
on-board ones, even with frequency dependency due to parasitic
impedances on power delivery networks.
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Figure 3: (a) Inclusion of OCM and (b) detailed structure.
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Figure 4: (a) AES test chip and (b) captured waveforms.




The probed voltage, Verosg, is sensed by a source follower
(SF) at the input of OCM (Fig. 3(b)). The voltage at the output
of SF (Vsro) is compared to the stepped reference voltage (Vrer)
by a latch comparator (LC) at its strobe timing (7strs). The most
proximate voltage of Vsro at Tsrrp is determined and output as
the digital code of Vrer. The code is determined one after
another for successive strobe timings through iterative operation
of the whole IC chip. The resolutions of voltage (AVrer) and
timing (AZstre ) are typically set at 100 uV and 100 ps,
respectively.

A cryptographic device of Fig. 4 is equipped with an
Advanced Encryption Standard (AES) processor and a full-
function multi-channel OCM macro [28]. The on-chip captured
voltage waveforms at the node of AES core Vss and on the p-
type substrate node Vsup are also given. It is observed that there
is a regular peak at every 100 ns, equivalent to the period of
operating frequency at 10 MHz. The waveforms exhibit the
similarity among those two probing points, while Vsug is slightly
attenuated due to the distance of 1.7 mm away from the AES
core. The core Vss is resistively connected to a p-type Si
substrate in each logic cell as is often the case with a standard
CMOS technology.

The SCA analysis on the on-chip captured Vsus waveforms
was based on a correlated power analysis (CPA) technique and
provided that the set of Vsugp waveforms collected for 1,000
different plain texts (with the same secret key) was sufficient to
determine at least a single key byte of a 128-bit secret key for
this particular design. Another waveform set for more than 4,000
plain texts revealed 14 bytes.

The characterization of side-channel information leakage by
OCM implies that the waveforms at any locations within a sea
of logic gates in system-level integration could be attacked, even
from the backside of an IC chip in flip-chip packaging. In the
other way, the OCM measurements could check the potentiality
of side-channel information leakage by analyzing the
waveforms in the background of cryptographic processing.

B. Fault Injection

On-chip characterization using the OCM is applied when a
laser is irradiated to transistors in ICs under operation, as
depicted in Fig. 5 [29]. When the laser is irradiated pin-point at
the junction node of a transistor, electron-hole pairs are induced
due to the energy translation with photons. Since the transistor
is biased by power supply and ground voltages given to ICs, the
electrons and holes are immediately separated to the respective
electrodes. This creates the flow of substrate current and
associated voltage bounce nearby the location of irradiation.

The near infrared (NIR) laser module is synchronized to
OCM macro and also to 16-bit shift register (SR) circuits on a
device under test (DUT). The OCM captures Vsys waveforms
during and after the irradiation of NIR laser, with the laser power
large enough to induce a single-bit failure. The in-place
measured waveform is given in Fig. 6(a), where the maximum
voltage increase of 180 mV is found when the LSB of SR flips
(0xFOFF) from the originally stored value (0OxFOFE). The
dependency of substrate voltage variation (AVsus) on the
distance along the SR from the point of laser irradiation is
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Figure 5: Laser fault injection principle and setup.
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Figure 6: (a) Measured Vsug waveforms after laser
irradiation. (b) Measured Vsup versus distance.

characterized for different laser powers as in Fig. 6(b), using the
OCM with multiple probing points. It is seen from the chart that
the faulty bits are seen with the laser power higher than 157 mW,
which is sensed as the AVsyp of larger than 200 mV at the
distance of 30 pm.

The characterization of fault injection by OCM implies that
the IC chip can recognize the attack by measuring voltage
bounce inside or surrounding positions to a cryptographic
processor.



IV. ON-CHIP ATTACK PREVENTION

A. Side-Channel Attack

Attackers may use a miniaturized micro antenna (LEM
probe) to search the location of the highest level of side-channel
leakage from a cryptographic processor over an IC chip, in the
local electromagnetic side-channel attack (LEMA) [27]. The
dynamic movement or even static placement of an antenna

creates the change in the electromagnetic field nearby an IC chip.

This invisible reaction is inevitable in accordance with a
physical law, even though the LEMA search itself is considered
physically nonintrusive to an IC chip. An on-chip inductor
(sensor coil) of Fig. 7 can detect the advent of adversary through
magnetic coupling to its antenna (LEM probe), with the higher
sensitivity for the more proximate positioning. As the prevention
mechanism against LEMA, the cryptographic processor will be
immediately halted or even changed into a dummy state, once
the attack is detected.

An actual embodiment of LEMA sensor is given in Fig. 8
[30], where two inductors (coils) with different shapes (e.g. the
number of turns) to each other overlay the respective part of a
cryptographic core. Each inductor belongs to an LC oscillator.
The dual LC oscillators provide the sensitivity to the micro
antenna with different coupling coefficients. The sensor is
calibrated beforehand by matching the pair of LC oscillators
about its self-oscillating frequency. Another pair of inverter-
based ring oscillator regulates the frequency to compensate for
process-voltage-temperature (PVT) variation.

The test chip fabricated in a 0.18 pum standard CMOS
technology used the 5" and 6™ layers of metal to form the coils.
The cost of LEMA sensors was measured to be 2% increase of
Siarea [31].

Once the frequency is regulated, the change in oscillation
frequencies among the pair of LC oscillators detects the
approach of a puEM probe , as demonstrate in Fig. 9. It is noticed
that this dual coil scheme precludes attacks using multiple
antennas or even stealthy antennas at stationary positions.

B. Fault Attack

Once an IC chip is decapsulated, one of the most powerful
attacks uses the laser injection, as addressed in Sec. III. On-chip
detection contributes to a prevention measure, since the voltage
variation by the laser irradiation is induced on Si substrate and
spread concentrically from the point of laser irradiation. The
area of spread is governed by the resistivity of a Si substrate,
however, it is detectable by the OCM without difficulty even at
30 um apart from the spot in the given technology, as was shown
in Fig. 6. The voltage amplitude of 200 mV can be the threshold
for the sensor to judge the occurrence of laser fault injection
attack (LFIA).

The idea of distributed voltage sensors in the area of
cryptographic processor is introduced in Fig. 10. The sensor is
tiled and located at every 60 pm among the regularly placed and
routed standard logic cells. When an attacker irradiates laser
anywhere in the sea of logic cells, the sensor detects it and forces
the cryptographic functionality to be halted or transitioned into
a dummy state, once the voltage variation reaches the threshold.
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This sensory operation is valid also for laser irradiation from the
backside of Si.

The miniature design of sensor circuits is achieved as in Fig.
11 [32]. The current / is induced by the laser irradiation when it
hits the biased drain junctions of logic cells, and flows into the
local resistor R of the sensor circuit. The R is formed by either
My, or Mp; transistor kept in its on state, for the branch of core
Vop or core Vss, respectively. The local voltage of /R is then
amplified by a common-source (CS) amplifier transistor, by
either My, or Mp; transistor biased in saturation. The
fundamental mechanism of sensing is referred to the soft error
sensing scheme [33]. The output of CS transistor is in a current
mode and thus connected to a common wire shared by some
sensors (wired OR.) Once some sensor circuits detect the laser
induced current, the latch in the sensor backend flips in its
logical state and digitally informs the cryptographic processor.

The size of sensing frontend is only 286F /cell (almost same
as 2.6 equivalent gates of 2-input NAND) after physical layout.
A 128-bit AES core with 336 distributed sensing frontends,
followed by 15 backend latch circuits, has been designed and
fabricated in a 0.18 um standard CMOS technology. The AES
core also includes the post-detection function of secure flush
code eraser [32] to prevent from information leakage due to
LFIA. The intermediate data during AES processing are
promptly erased with power gates and shunt switches. The cost
of LFIA sensor and post-detection code eraser circuits was 28%
increase in Si area.

The measurement results of the test chip are summarized in
Fig. 12. The vertical axis is calibrated with the energy at the
source of NIR laser module. The horizontal axis corresponds to
the distance between the spot of laser irradiation and the nearest
sensing frontend. The minimum energy for the faulty operation
of SR was measured to be 4.2 nJ. With regard to this number,
the LFIA sensor exhibits the minimum energy for detection from
0.3 nJ to 1.5 nJ, for the minimum to the maximum distance
respectively, and therefore is proven to be sufficiently sensitive.
It was also demonstrated that the time of post-detection code
erase was as small as 2 ns.

V. CONCLUSIONS

On-chip protection circuits against physical attacks were
introduced for cryptographic devices. The passive SCA
according to electromagnetic coupling is sensed through the
change in the respective frequencies among dual LC oscillators.
The active FA using laser irradiation is detected by measuring
voltage bounces due to induced currents spread over a Si
substrate. The post-detection countermeasures are shut-down,
halt, or even going to dummy operations. The details of sensing
circuitry were discussed and demonstrated for sufficient
sensitivity under realistic threats of attacks.

The advent of novel physical attacks is a continuous threat
in modern hardware security. On-chip sensing and protection
mechanisms are fundamentally effective, where further
miniaturization and higher sensitivity need to be pursued, and
their adaptation to advanced packaging technologies will
become of importance.
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