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Abstract

Dealing with soft errors due to particle strikes is the next
major challenge in implementing digital systems. This
study thoroughly investigates the effect of device size on
circuit soft error rate and identifies methods to reduce soft
error rate in combinational circuits. In particular, we
propose three novel methods that upsize only selected
gates and /or transistor networks. In order to obtain the
most appropriate technique for soft error rate reduction in
small technology node circuits, we conduct experiments
and compare the results for several upsizing techniques
including all gates, selected gates and transistor networks
based on their fault sensitivities, and parallel networks
with  soft error rate saturation  consideration.
Consequently, it is discovered that some upsizing
scenarios perform large improvement whereas others do
not or even increase the soft error rate. The use of fault
sensitivity analysis approach with parallel transistor
network upsizing based on the contribution of each
sensitive gate can reasonably reduce overall circuit
sensitivity. Experimental results show an average
reduction in soft error rate about 20% with a very small
area overhead of 2% for benchmark circuits using our
technique.

1. Introduction

Soft errors are transient errors that cause incorrect
operation of a digital circuit. Two major sources of soft
errors are alpha particles emitted from radioactive
impurities in device packages and cosmic rays carrying
neutrons [1], [2], [3]. These particles may strike sensitive
parts of the circuit and induce transient glitches at primary
outputs. In the past, high energy alpha particles were
predominant source of soft errors. However, due to
improvements in packaging technology materials, soft
errors caused by alpha particle strikes can almost be
neglected. Nonetheless, as technology nodes are
continuously being scaled, digital circuits are turning more
vulnerable even to weak particle or neutron strikes. As a
result, soft errors are becoming one of the most
problematic issues. There is an urgent need to develop
novel techniques to combat this problem.

Addressing soft error problems is even more crucial to life-
critical computing systems, such as avionic, biomedical,
and spacecraft systems. Many techniques for improving
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soft error immunity in digital circuits on either sequential
or combinational parts have been proposed. A register file
(RF) is normally in the critical path of a processor and
more importantly, it is the hottest part, so adding
protection scheme as in main memory parts is too costly
and unacceptable. Pure software and compiler optimization
approaches to reduce soft errors in the RF were introduced
in [4], [5], [6]. Conventional memory structures such as
caches and main memories are well protected using the
Error Correcting Code (ECC) [1]. In embedded systems
which require high performance operation for given
applications, hardware based techniques for soft error
protection in memory were proposed in [7], [8]. In
addition, Biswas et al. [9] conducted measurements of soft
error rate using high-energy proton beams and performed a
detailed simulation on write-back caches to investigate
architectural root cause of a super-linear increase in
detected unrecoverable errors (DUEs) when the cache size
is increased. In combinational circuits, it 1S more
challenging to combat soft error effects since neither
coding protection nor software based approaches can
easily be applied on these parts. Additional hardware is
required for almost all techniques for soft error resilience
in combinational units. Those techniques include inserting
cross-coupled pairs [10], use of low threshold voltage
devices [10], flip-flop selection [11], [12], filtering [13],
and resizing [10], [11], [14], [15]. Apart from reliability
improvement of the target circuit, a satisfactory power,
delay, and area overheads are of concern. Unfortunately,
overhead (area, performance, power) used for this task is
still relatively high. The study of gate-level soft error
mitigation techniques for neutron-induced errors in [10]
reveals that upsizing technique provides an impressive
power and delay performance for reliability enhancement
per unit area. The above advantage of the upsizing
technique also motivated us to investigate redesign
methods through sizing which can boost the circuit
reliability with low area overhead. Redesigning sensitive
parts of a circuit is a viable alternative. On the other hand,
soft error rate simulators have gradually been developed to
be wused as dependable tools for circuit reliability
improvement task.

In this paper, we investigate methods for soft error
reduction in experimental benchmark circuits from
ISCAS’85, ISCAS’89 (combinational parts) and ITC suit.
We employ our previously proposed simulator [15] which
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can take into account the effect of transistor positions and
gate input patterns on soft error rate estimation. The gate
error rate acquired from the simulator provides us
information regarding gate sensitivity. This information
can be used to distribute the overhead budget to the
selected candidate devices for enhancing the reliability. In
our experiment, we also evaluate our proposed resizing
techniques that upsize selected gates or transistors in the
complementary network of each sensitive gate based on
the probability of failure (POF). In addition, we assess our
novel method that takes the saturation of gate POF, which
may occur when some transistor networks are over
upsized, into account. Our experiments on various
submicron benchmark circuits show that with a proper
sensitive gate selection and upsizing weight distribution,
upsizing transistor networks with POF saturation
consideration yields larger soft error immunity
improvement compared to the techniques which upsize all
devices in a circuit and in sensitive gates.

This paper is organized as follows. Section 2 provides an
overview of the previously proposed soft error modeling
and mitigation techniques. Section 3 gives the details of
techniques for mitigating soft errors. In Section 4, the
experimental results on a number of benchmark circuits
are presented. Section 5 contains discussions and some
remarks and we conclude this research in Section 6.

2. Related Work

A soft error caused by a particle strike can be modeled as a
current source injecting into the drain of a transistor as
shown in Figure 1. The injection current source model is
based on two types of particles: alpha and neutron. For
alpha-particle strikes, a double exponential current source
proposed in [16] is widely used. In this study, since we
consider the soft error caused by a neutron strike, the
current source model consists of a single exponential term
as shown in equation (1) below [17], [18].

1(t) = %\/;e‘t”, (1)

In this equation, Q and T are the amount of charge
deposition and the time constant for the charge collection,
respectively. The direction of the current depends on
whether the strike happens on a PMOS or NMOS device
[19]. A gate is assumed to be failed if the amount of charge
QO in (1) is equal to or larger than the critical charge (QO.ir)
because this charge will alter the output voltage above or
below Vpp/2.

We performed extensive SPICE simulation to determine
Q.+ under variation in device size, similar to the
experiment conducted in [20]. However, since the amount
of Q. of each transistor in a gate is dependent on the
input patterns [15], we consider all possible input
combinations to a gate for the determination of its Q..
The upsizing method directly relies on the increase of Q.
and it does not substantially affect the delay performance
of the circuit. Hence, many sizing techniques have been
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proposed that use upsizing [10], [11], [14], [15], [18], [19],
[21], [22], [23], [24], [25]. However, their major drawback
is that they offer relatively low reliability improvement per
unit area overhead.

In any case, after Q,,.; of each device is obtained, we use
the energy transfer model for silicon from [26] to trace
back to the energy of the strike which is subsequently
mapped to the neutron flux. In other words, we can
determine the neutron flux which contains sufficient
energy to produce Q. and potentially causes a circuit to
fail. The neutron flux information is available from the
Joint Electron Device Engineering Council (JEDEC), Solid
State Technology Association standard (JEDEC89A) [27].
Our previously proposed sizing technique [15] provided
high accuracy in soft error rate estimation using an
input/position-dependent gate level model for soft errors.
We define Tr POF}, ; as the POF of transistor ¢ for an
input vector j of gate i. This can be calculated as in (2)
below.

1
Tr POFyt,jy = * Die,jy * Adiey * Wiy * Eigy 2

where k is the total number of simulated input vectors,
Di(t,jy is the total probability of strike in term of total
neutron flux [27] producing the charge deposition above
Q. of transistor ¢ and input vector j of a gate i, Ad, is the
drain area of transistor #, w; is the weight factor defined
as the ratio of the active area to the circuit area, and E;; is
the error count which is accumulated by +1 if input j of
gate i suffers from a neutron strike and the bit flip at the
gate output can propagate to the circuit primary output.
The error count indicates the logical masking probability
of a circuit for given workload. In this study, random
inputs to the circuit are provided in order to estimate the
error count. However, it is possible to use workload traces
without any additional computation effort in the algorithm
presented in this paper if such traces are available. In any
case, assuming that only one transistor fails at a time, the
POF of a gate (a circuit) can be achieved by summing the
POF of each transistor in the gate (the circuit).
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Figure 1 Neutron strike models at target transistor drains

in a two-input NAND gate.

Deogun, Sylvester, and Blaauw [10] presented a reliability
improvement technique using a combination of upsizing,
inserting a cross-coupled pair, and reducing threshold
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voltage. Their study carried out an analysis of soft error
rate in a 10-stage 2-input NAND chain and concluded that
the upsizing protection scheme still has small degree of
improvement.

The study of fault sensitivity in [14] used SPICE level
modeling to investigate POF of various blocks in analog-
to-digital converters. Only a small number of blocks which
are more sensitive, or have higher POF, are resized; as a
result, this local redesign can efficiently enhance the
circuit soft error immunity with low area overhead.
However, use of SPICE at block and circuit level is far too
expensive in computation time and such an approach
cannot be applied to large digital circuits.

Sizing techniques with mathematical optimization
formulation can simultaneously minimize soft error rate
with any other constraints related to the circuit
performance [24], [25]. However, in these two papers, the
soft error rate of a gate was assumed to be a linear function
of either masking probability or gate size. This simplistic
assumption may lead to less accurate solutions.

Our work in [15] introduced a sizing approach based on
fault-sensitivity concept. That technique equally widens
parallel circuits in selected sensitive gates. Although the
technique proposed in [15] can significantly boost circuit
reliability with very small area overhead, it does not
allocate the additional area fairly. It provides nearly equal
area factor to all sensitive gates. Thus, candidates which
have low POF to begin with and do not need as large
additional area as other more sensitive gates with higher
POF are all treated the same.

3. Methodologies to Improve Soft Error
Rate

This section briefly explains the deficiency of previous
soft error immunity improvement techniques in small
technology node circuits and introduces the solutions for
this problem. First of all, we discuss an anomaly in using
traditional upsizing method in submicron circuits. Next,
two main algorithms are presented in order to handle soft
errors in combinational circuits with reasonable reliability
gain per unit area cost.
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Figure2 Normalized POF as a function of sizing factor of
the circuit c6288 mapped with various technology

nodes.
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3.1 Limits of the Traditional Upsizing Method

An upsizing method which distributes the additional area
to all devices in a circuit is inefficient because it provides
poor reliability improvement per unit area as technology
nodes are scaled. Our study in [28] revealed that in some
small size circuits, increasing the size of all devices may
degrade the circuit reliability due to soft errors. Figure 2
shows the normalized POF and sizing factor of the
minimum sized layout of the benchmark circuit c6288 for
different technology nodes. It can be seen in Figure 2 that
at some points for smaller nodes (45nm and 65 nm traces),
the POF increases when all devices in the circuit receive
the same additional sizing factor. The reason is that for
small technology nodes, the increase in the probability of
neutron strike which is area dependent may dominate the
increase in electrical masking probability due to Q..
improvement. This in turn can result into the degradation
of soft error tolerance. As a result, such a conventional
sizing technique in which all transistors are upsized is a
poor choice to improve reliability of submicron
combinational circuits.
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Figure3  Normalized POF of a 4-input NOR in 32 nm

predictive technology when the parallel network is
upsized with different upsizing factors.

On the other hand, in almost all of the gates, sensitivity of
a serial network is approximately 10%-10° times the
sensitivity of a parallel network. It is discovered that
giving an extra area to the parallel network can
significantly reduce Q,,; of serial transistors and vice versa
[15]. Due to the fact that this approach causes a sharp
increase in Q. of the most sensitive transistor networks
with very small amount of area cost; as a result, the
electrical masking probability significantly improves and
dominates the increase in the probability of strike.
Therefore, it offers large reduction in the circuit POF even
when each gate receives relatively small additional area.
However, unlike the overall-upsize method in which the
circuit POF approaches zero when a circuit receives
superfluous area (both series and parallel network are
upsized), excessive area assigned to the parallel network
does not cause much decrease in Q. of the parallel
transistors. Thus, increasing the area of parallel transistor
network increases the probability of neutron flux hitting
the parallel network; consequently, it may even increase
the corresponding gate POF. This observation is evident
from Figure 3. In this figure, the relationship between
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parallel network upsizing factor and POF of a 4-input
NOR gate is shown. It can also be seen that circuit POF of
the 4-input NOR decreases significantly when the upsizing
factor of its parallel devices is less than 4, but increases
gradually when they receive more area.

For the reasons above, we intend to find a better solution
for reliability improvement on nanometer node circuits.
Our objective is to study and determine appropriate
upsizing methods for small technology node circuits. This
includes evaluating our proposed approaches in which the
overhead area budget is fairly distributed to sensitive gates
based on soft error rate of each gate, and the share of area
assigned to the transistors must not be so large that it offers
no reduction in POF when applying transistor network
upsizing method.

3.2 Upsizing Method with Weighted Area
Overhead

The main problems of traditional sizing technique are
discussed in Section 3.1. Below, we provide a quick
outline of the kernel of the new idea and also show how it
evolved from studying the problems with previous
approaches.

This upsizing scenario takes into consideration the weight
of desired area overhead dedicated to sensitive gates. We
use the argument that the higher sensitivity of a gate, the
larger additional area it deserves, to maximize the return
on the investment by way of reduced POF. Thus, the
upsizing factor of each selected gate should be determined
based on its contribution to overall circuit POF.

To distribute additional area to sensitive gates, we first
reckon the original POF of all gates. This is done using the
simulator we developed [15]. After we simulate for the
gate POF, each gate POF is sorted in descending order.
The area budget is distributed to the most s sensitive gates
based on the gate POF. The value s can be chosen by the
users either as a percentage of all gates or based on a
threshold of POF. Let POF, be the original POF of gate i,
and POF, be the original POF of gate i = s which has the
smallest POF value among the candidate gates. To
improve reliability of gate i, an additional gate area Aq; is
given to the gate. Clearly, for a gate i, the additional gate
area, Aq;, and the change in POF of gate i, APOF;, are
related by a function, I'. Therefore,

Aa; = T(APOF;) (3)

Now, since we would like to decrease the POF of each
sensitive gate based on its relative sensitivity with respect
to the smallest original POF value among the candidate
gates, we then set the following equation:

APOF; o 2%%i0 (4)
POFg

The additional area from (3) becomes as follow:

where a is a constant which is assumed to be same for all
sensitive gates. Basically, the operation I' relies on the
factors such as circuit topology, workloads, and the
number of selected sensitive gates. Next, we sum all extra
area terms in (5) together and this summation is equal to
the desired circuit area overhead. The constant, & can be
obtained by (6) below:

__desired circuit area overhead

- POF;
S 0
ST Gord)

(6)

Note that the term in (5), which is the extra area given to
gate i, becomes a function of original POF of all the
selected candidate gates and the desired circuit area
overhead. In this study, we simply assign I as a simplistic
operator such that I'(x) = x”, where r is any positive real
number. To be exact, we allow 7 to vary and we select the
best value of  that offers the maximum yield (decrease in
POF) for each experimental circuit. This upsizing method
gives larger additional area to more vulnerable or sensitive
gates than those which are less vulnerable. Hence, this
method is expected to offer higher reliability enhancement
than upsizing all sensitive gates or transistor networks
without weighting. Figure 4 shows the flowchart that
summarizes the upsizing method with weighted area
overhead step by step.

Startata
target circuit
Compute POF for all
gates

Sort each gate POF value in
descending order;

POF values

!

| Compute a in equation (6) |

!

Compute additional area, Aai, for
each sensitive gate i=1, 2,...,s

| Select s gates having largest

Distribute area to devices or complementary network
in each sensitive gate i=1, 2,...,s

Flow chart of upsizing method with weighted area
overhead.

33 Upsizing Method with Gate POF
Saturation Consideration

Figure 4

Soft error rate of the most sensitive transistors (normally
the stack of transistors in a gate) can be suppressed
considerably by upsizing the parallel network part of a
CMOS gate. However, excessively upsizing the parallel
transistors may increase the number of neutrons striking on
the extended area of parallel transistors as argued before in
Section 3.1. This can potentially cause an increase in the

POF;
Aa;=a F(Popsz) ) soft error rate. In order to avoid allocating excessive or

undesirably large area to sensitive gates, we set the
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maximum upsizing factor of each gate type in the cell
library to a precomputed value. The maximum upsizing
factor is selected such that beyond this, the POF of the
gate does not improve (saturation point). This method
predefines an upper bound on the upsizing factor of the
sensitive gates and it is implemented in conjunction with
the previous method. For each selected gate i, the extra
area from (5) is added to the original gate area, a;). The
new area, a; = ajp + Aa;, is then compared to the maximum
value, and the result is one of the following two cases:

1) The new area of a gate i (a;) is greater than the
maximum value (a; max): in this case, the excess
area of the gate beyond the allowed limit is
returned to area pool for redistribution to the
other sensitive gates.

2) The new area of a gate i is less than the maximum
value: the area from the pool is given to the gate
as long as the area in the pool is still available.

Note that in this algorithm, a gate that is more sensitive
than any other gates has higher priority to receive the extra
area from the pool until it reaches the maximum value. In
some cases, some less sensitive gates, which are not in the
set of the selected candidates, may also receive the
additional area from the pool. The flowchart of this
method is illustrated in Figure 5.

Start at gate
i=1
Compute ai for
gate j

YES
All gates done

Y YES

ai = ai_max;
Area pool = Area pool + (ai — ai_max);
S

YE

ai = ai + whole Area pool;
Area pool = 0;

A 4 ‘

ai = ai_max;
Stop Area pool = Area pool - (ai_max - ai);

Figure 5 Flow chart of upsizing method considering POF
saturation.
4. Experimental Results

In this section, we determine the relative performance of
our three methods proposed in this paper and compare
them to a baseline method in which all gates or transistors
are upsized. We evaluate various ISCAS’85, ISCAS’89
(combinational parts), and ITC benchmark circuits at
operating temperature of 25°C using 65 nm and 90 nm
predictive technology nodes from [29]. The cell library
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consists of 2-, 3-, and 4-input NAND, NOR gates, and
Inverters. Furthermore, all reported POF values are
normalized with respect to the base case of circuit layout
that meets the original design objective of minimum area
and equal rise/fall delay property in order to provide
comparative performance of different methods.

4.1 Upsizing Method with Weighted Area
Overhead

This part of our work evaluates proposed methodology in
which the additional area spent for improving soft error
rate of a circuit is distributed based on the vulnerability of
sensitive gates.

In this experiment, we follow the flowchart in Figure 4 to
obtain the weighted area for each sensitive gate. The
experiment is set to investigate two approaches of area
distribution. First, we provide the weighted area to all
transistors in sensitive gates. Second, the area is shared by
only parallel transistor network in each sensitive gate. We
dispense only 2% area overhead to each benchmark circuit.
Any gate that has the sensitivity greater than the threshold
POF is defined as the sensitive gate, and these gates are
added to the set of candidates to be upsized. In this study,
we set the threshold POF between 20%-90% of the most
sensitive gate.

Tables I and I show the comparison of normalized values
of POF of selected benchmark circuits for 65 nm and 90
nm technology nodes when we perform five different
upsizing scenarios. The baseline of this experiment is the
traditional upsizing method in which all devices in the
circuit are upsized. For fault-sensitivity based techniques,
the most sensitive gates are selected to be upsized using
non-weighted and weighted area overhead. The last
experiment analyzes the circuit POF when parallel
transistors in each sensitive gate are upsized with and
without weighted area considerations.

From Tables I and II, it is seen that although the fault
sensitivity concept is applied to enhance the upsizing
method, we may face some difficulties in soft error rate
reduction. It is clear from these tables that on average,
upsizing sensitive gates decreases circuit reliability even
more than upsizing the whole circuit does. On the other
hand, the results from upsizing parallel transistors reveal
that most circuits have reduced POF' (average reduction at
15% for 65 nm-circuits and 20% for 90 nm-circuits).
Additionally, when the size of sensitive transistors is
weighted based on (5) and (6), this technique performs the
largest reliability improvement. The experimental results
from our upsizing method with weighted area overhead on
parallel transistors show that this method, on average,
yields slightly better results than the method without
weighted area overhead. However, the POF of all
experimental circuits upsized with weighted area overhead
never goes higher than non-weighted area case and it
decreases as much as 16% compared to upsizing method
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without weighted area overhead in some circuits. Note in
this table that smaller a value, better it is.

We notice from Tables I and II that as the technology
nodes become smaller, the relative gains also reduce.
However, our sensitivity based approaches causes some
circuits to distract from this trend since the variations on

Table | Normalized POF of 65 nm Circuits with 2% Total R
Area Overhead. the number of selected gates affect the area distribution
Whole Sensitive Gate Parallel Transistor which subsequently causes an increase in reliability.
Circui M- Upsize Upsize
ircuit Circuit
Upsize Non Weighted Non Weighted . P .
P weighted weighted Table Il Normalized POF of 65 nm Circuit with Parallel
C432 1.0059 1.0504 1.0559 0.9064 0.8992 Transistor Network Welghted Up5|ze and POF
Saturation Consideration.
499 | 10052 | 1.0071 1.0071 | 09166 | 09166 Cirenit 2% Area 5% Area
C1196 | 1.0042 | 10140 | 10104 | 09087 | 0.9040 Overhead Overhead
C432 0.8992 0.8305
C1908 | 1.0046 | 10141 1.0141 | 08450 | 0.8450
C499 0.9166 0.8280
6288 | 1.0076 | 10174 | 1.0216 | 09224 | 0.9201
C1196 0.7921 0.7157
il 1.0026 | 1.0320 | 1.0320 | 08069 | 0.8069
C1908 0.8450 0.7508
2 1.0030 | 07501 | 07501 | 07600 | 0.7600
C6288 0.9201 0.8360
i3 1.0022 | 1.1478 | 1.1478 | 04688 | 04688
il 0.8069 0.6662
i4 1.0036 | 1.0574 | 1.0499 | 08189 | 0.7810
2 0.6330 0.6244
is 1.0060 | 1.0275 | 1.0257 | 09627 | 09516
i3 0.4688 0.2929
i6 1.0048 | 1.0117 | 10114 | 09866 | 0.9859
i4 0.7810 0.7497
i7 1.0032 | 1.0153 | 1.0153 | 08481 | 0.8481
is 0.9516 0.9193
i8 1.0039 | 1.0357 | 1.0378 | 08413 | 0.8408
i6 0.9859 0.8982
S13207 | 1.0064 | 09909 | 09809 | 09614 | 09599
i7 0.8481 0.7608
S15850 | 1.0067 | 1.0505 | 1.0569 | 08916 | 0.8891
i8 0.8293 0.6888
Ave. 1.0047 | 1.0148 | 1.0145 | 08564 | 08518
S13207 0.8756 0.8246
Tablell  Normalized POF of 90 nm Circuits with 2% Total S15850 0.8891 0.8490
Area Overhead. Ave. 0.8295 0.7490
Sensitive Gate Parallel Transistor
‘Whole . .
I I Upsize Upsize
Circuit | Circuit Non : ~Non : Table IV Normalized POF of 90 nm Circuit with Parallel
Upsize | iontea | VORI | pionieq | Ve8I Transistor Network Weighted Upsize and POF
Cc432 | 09997 | 1.0303 | 1.0342 | 08705 | 0.8695 Saturation Consideration
Circuit 2% Area 5% Area
C499 | 09987 | 09875 | 09875 | 0.8794 | 0.8794 Overhead Overhead
C1196 | 09970 | 1.0119 | 10153 | 08072 | 0.8069 C432 0.8695 0.7848
C1908 | 09983 | 09974 | 1.0020 | 08341 | 08322 C499 0.8794 0.8004
C6288 | 1.0010 | 1.0084 | 1.0089 | 0.8939 | 0.8917 C1196 0.7735 0.7131
il 09952 | 10116 | 1.0116 | 07531 | 0.7531 C1908 0.8322 0.7235
i2 09950 | 09454 | 0.7588 | 06257 | 0.5228 C6288 0.8917 0.7646
i3 0.9950 1.0720 1.0720 | 03825 | 0.3825 il 0.7531 0.6164
i4 0.9963 1.0213 10128 | 07955 | 0.7727 i2 0.5228 0.5203
is 0.9993 1.0149 | 1.0115 | 09408 | 09313 i3 0.3825 0.2434
i6 09980 | 0.9983 | 09942 | 09390 | 09322 i4 0.7727 0.7432
i7 09963 | 09971 | 09977 | 07907 | 0.7843 i5 0.9313 0.88341
i8 09967 | 10146 | 1.0154 | 07924 | 07915 i6 0.9322 0.8539
S13207 | 0.9993 1.0270 | 1.0337 | 08498 | 0.8422 i7 0.7843 0.6529
SI15850 | 0.9996 | 1.0281 10326 | 08610 | 0.8585 i3 0.7915 0.7434
Ave. 09977 | 10110 | 09992 | 08010 | 0.7900 $13207 0.8422 0.8149
S15850 0.8585 0.8391
Ave. 0.7878 0.7135
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4.2 Upsizing Method with Gate POF
Saturation Consideration

Next, we conducted extensive experiments to determine
the impact of area overhead on the reliability
improvement. We found that many gates in many of the
circuits are sensitive to saturation effect; as a result, the
circuit POF does not reduce beyond a point and in some
cases it even increases when the area overhead increases.

Tables III and IV show the comparison of normalized
values of POF of all experimental benchmark circuits for
65 nm and 90 nm, respectively, when gate POF saturation
is taken into consideration. The experiment is set with 2%
and 5% area overheads and the gates that have the
sensitivity greater than the same threshold POF as
identified in the previous experiment are added to the set
of candidates to be upsized. We also initialize the size of
parallel transistor networks with the weighted area
overhead from (5) and (6).

It is evident from Tables III and IV that when the
saturation takes place, some circuits that derive benefit of
this method receive larger reliability improvement than
upsizing sensitive transistors without bounded size as
reported in the previous experiment. Our method with gate
POF saturation consideration prevents the gates from over
upsizing and as a result, the relative circuit POF reduces.

5. Discussions

Although we believe that our proposed methods efficiently
handle soft error problems in submicron circuits, it is not
guaranteed that the improvement is optimized by these
methods for a given area budget. The algorithm for
distributing the area as discussed in section 3.2 is one of
the most important factors that can justify the use of this
heuristics. Specially, the relationship between the area
provided to a sensitive gate and the corresponding
decrease in the gate POF as given in (3) is dependent on
circuit types, technology nodes, and circuit inputs. The
function in (3) can only be identified heuristically based on
the behavior of a target circuit for a particular application
and technology node. Further, the threshold POF which is
specified differently among all experimental circuits is also
a crucial factor that can affect the yield of our proposed
method. Since the threshold POF' defines the number of
sensitive gates we select to upsize, a change in this value
will cause variations in the area distribution and
subsequently vary the reliability achievement. In this
study, we allow the threshold POF of each circuit under
test to vary between 20%-90% of the largest gate POF
thereby, providing a range of variation on total circuit
POF. In addition, it is also found that the proper threshold
POF of a circuit relies on circuit types and technologies.

With gate POF saturation consideration and upsizing the
parallel transistor network, only circuits which contain
sensitive gates falling into saturation condition benefit
from this approach. This method assures that the POF will
not increase when a transistor network is destined to
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receive much more exaggerated area, yet it may not give
the optimal results. Furthermore, it is not easy to compute
the maximum area that each parallel network can accept
without increasing the gate POF. Since as mentioned
before, the POF values are input dependent, the same type
of gate in different part of a circuit may have different
POF and hence, different maximum area for the parallel
network. We chose the simplest case in which each gate
type receives equal input weight to predetermine its
maximum area. Nevertheless, this assumption provides
acceptable results.

Methods for distributing the area budget in an optimal
manner are being investigated. We believe that a
mathematical optimization formulation is a proper
approach to share the overhead to sensitive parts of a
circuit fairly. However, our initial efforts have led us to
formulate this as a nonlinear optimization problem. As a
result, the process of solving this optimization problem
requires massive amount of time and cannot be used for
large circuits with large number of variables.

In this paper, all gate sensitivities were determined using
random inputs to the circuit. We assume that all inputs are
equally likely. In practical circuit, this often is not true.
Possible solutions to this problem is either to use workload
traces or use weighted inputs using weight sets based on
workload trace. This will require collection of traces for a
given circuit but the method proposed in this paper can be
used without any changes in the algorithms.

This study has been limited to combinational circuits. One
may ask if this can be extended to handle soft errors in
sequential circuits. We believe that it can be and a possible
way to extend this is as follows. In case of a sequential
circuit, we can use the concept of “latching window” to
determine the temporal masking probability which takes
into consideration the pulse-width of the soft error glitches
and the frequency of the circuit. This information can be
used to estimate the circuit POF. We believe that we may
be able to use the flip-flop selection approach [11], [12] in
conjunction with our method to provide large soft error
rate reduction in sequential circuits.

6. Conclusions

This paper discusses techniques for mitigating soft errors
in digital circuits for small technology nodes with tight
area budget. From our detailed investigations, we can
conclude that the three techniques proposed by us in this
paper are superior to the traditional circuit upsizing
techniques in which all devices are upsized which can
cause reliability degradation in smaller sized geometries.
The first technique, upsizing parallel networks based on
fault-sensitivity without weighted area overhead, equally
distributes the additional area to parallel networks in
sensitive gates. This method offers up to 20% reduction of
soft error rate. The second approach which upsizes parallel
networks with weighted area based on the original gate
POF provides even more impressive results than the first
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method. The last technique is developed to limit saturation
effect on the gate POF. The experimental results reveal
that the technique with gate POF saturation consideration
provides the largest improvement, especially, on those
circuits in which very small numbers of gates are selected
and these gates are also relatively extremely sensitive. We
also discover that the sensitive-gate upsizing method,
which upsizes all devices in each sensitive gate, results in
poor soft error rate reduction even though this method
considers the weighted area distribution. Therefore, the
sizing technique featuring upsizing all transistors either in
a circuit or in selected sensitive gates may not be a good
choice for handling soft errors in nanometer circuits.
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