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Abstract—Identifying rare categories is an important data
management problem in many application fields including video
surveillance, ecological environment monitoring and precision
medicine. Previous solutions in literature require all data in-
stances to be first delivered to the server. Then, the rare categories
identification algorithms are executed on the pool of data to
find informative instances for human annotators to label. This
incurs large bandwidth consumption and high latency. To deal
with the problems, we propose a light-weight rare categories
identification framework. At the sensor side, the designed online
algorithm filters less informative data instances from the data
stream and only sends the informative ones to human annotators.
After labeling, the server only sends labels of the corresponding
data instances in response. The sensor-side algorithm is extended
to enable cooperation between embedded devices for the cases
that data is collected in a distributed manner. Experiments are
conducted to show our framework dramatically outperforms the
baseline. The network traffic is reduced by 75% on average.

Index Terms—rare category detection, machine learning, real-
time system, edge computing

I. INTRODUCTION

Rare category identification (RCI) problem has been studied
over the last decade [4] [6]. Algorithms that are able to charac-
terize and identify rare classes from unlabeled data instances
are important in many application domains including auto-
mated video surveillance, ecological environmental monitoring
and precision medicine. In these areas, automatically finding
data instances tagged with rare labels is beneficial in detecting
abnormal human activities and suspicious events [9] [10] such
that: 1) the oracle (often human experts) can immediately
judge and decide whether to inform service providers to take
actions 2) the identified rare data instances can be further
analyzed and stored [6]. For example, suppose there are video
cameras and body sensors monitoring the daily life of a
patient, if the patient falls down by accident, the RCI algorithm
will detect this category through the abnormal data pattern.
Consequently, the doctor will be notified to judge if the patient
needs help from care workers and if medical treatment is
required. Then the data pattern will be stored in the database
for further analysis and updating the RCI algorithm.

The previous solutions of RCI problem require all the
data being delivered to a centralized server before the RCI
algorithm can be executed. [3] [2] [5] This causes two major
drawbacks: high network bandwidth consumption and high
latency. In particular, delivering a large amount of raw data
instances (most of which are useless) through the public net-
work to server causes unnecessarily high network bandwidth
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consumption. In addition, the delivery process brings high
transmission delay. Waiting for the completion of gathering
a compact dataset brings high latency.

Motivated by the above two aspects, we propose Near-
sensor Online Rare Category identification (NORC) frame-
work. The framework extends the traditional RCI framework
to a client-server model. The key idea is to run a light-
weight RCI algorithm on the near-sensor embedded devices
to filter the less valuable data instances, which take a majority
part. The embedded device makes decisions on data instances
coming in a streaming way rather than on a pool of data.
Only a small proportion of raw data instances will be delivered
through the public network to the server side. The server only
acts as a proxy to re-direct data instances to the oracle for
labeling, afterwards re-directs labels back to the near-sensor
side. In this way, both network bandwidth consumption and
latency can be reduced.

To accomplish this framework design, we overcome these
challenges:

Preprocessing. Efficient preprocessing of raw data is re-
quired on the embedded devices. An incremental principle
component analysis (PCA) based scheme is designed to ef-
ficiently process the raw data.

Distributed data. For data collected in a distributed manner
on several embedded devices, the framework should enable
collaboration between devices such that the performance of
RCI is guaranteed. The proposed NORC framework is ex-
tended to deal with data instances distributed on multiple
devices, dubbed as DNORC.

Experiments are conducted on two Raspberry Pi’s to show
the performance of NORC framework. The experiment shows
that, without sacrificing the effectiveness of finding rare cate-
gory, NORC saves more than 75% of network traffic compared
with the baseline method. DNORC improves the precision of
RCI by around 10% over NORC.

The remainder of this paper is as follows. Section II presents
the background and motivation. The proposed solution is
presented in Section III. Section IV shows the experiments
and result analysis. Finally, Section V concludes this work.

II. BACKGROUND AND MOTIVATION

Rare category identification (RCI) [4] [6] adopts the idea of
Active Learning (AL) [8] [1] in the sense that each selected
instance is labeled by human annotators and is added back
to the labeled dataset. The overall process of AL and RCI is
shown in Figure 1. In the pool-based RCI scenarios, there is a
small set of labeled training data £ = {x,,, y, }2_; and a large
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Fig. 1. Overview of active learning and rare category identification.

pool of unlabeled data U = {X,,,Ym }_,. The pool-based
RCI proceeds by iteratively: 1) training a classifier model f
on £, and 2) using a query function Q(f, L,U) to select an
unlabeled instance ¢* to be labeled, removing the ¢*-th instance
from U and adding the (x*,y*) pair to £. The goal is to
discover find all possible labels in the dataset using smallest
number of queries.

Previous AL-based solutions require all the data instances
to first be delivered from the sensors and aggregated at the
server. Then, the server runs a pool-based RCI algorithm in
the coordination with human annotators. This incurs problems
in the following two aspects: high bandwidth consumption and
high latency.

The raw data should be delivered through the network to
the server, which causes dramatic network congestion when
the data volume is large (e.g., video stream). However, with
running the RCI algorithm, only a small proportion of data
will be selected out of the whole dataset. For example, for
finding all the rare categories, the state-of-the-art algorithm
LOFRCD [6] only queries few data points ranging from 1.23%
to 2.08% out of the four test datasets. The detailed statistics
are shown in Table I.

TABLE I
TOTAL NUMBER, NUMBER OF SELECTED INSTANCES AND SELECTED
PROPORTION IN LOFRCD

Dataset Synthetic | Page block | Shuttle | KDD cup
Total amount 1203 5473 14500 26289
Selected 25 99 179 360
Percentage 2.08% 1.81% 1.23% 1.37%

On the other hand, waiting for the completion of gathering
a compact dataset brings high latency. A solution should be
proposed to filter less useful data instances before data being
delivered to the public network.

III. PROPOSED SOLUTION
A. NORC Framework

NORC framework extends the RCI framework to a client-
server model. The overall process is illustrated in Figure 2. We
use NORC processor to denote the software module running
the above algorithms.

The execution of RCI algorithms is moved from the server
to the embedded devices. Specifically, a sensor collects raw
data and delivers each data instance to the NORC processor
in a streaming way. NORC processor then decides which
instance is likely to belong to a rare category. The selected
unlabeled data points are delivered to oracle through public
network. The oracle then tags each data instance with a label
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Fig. 2. Overview of near-sensor online rare category identification framework.

and updates the server side labeled set with new (x,y) pairs.
Labels are delivered through the public network to near-sensor
side labeled set on embedded devices, constituting new (x,y)
pairs. The near-sensor side labeled set is then used to update
the learning model in NORC processor.

B. NORC Algorithm

In NORC processor, a likelihood-based algorithm is for
RCI. The idea of this method is to build a statistic model
for all existing data instances with known labels. Then the
algorithm decides if a new data instance is worth labeling
according to the probability of the new instance under the
current statistic model, i.e., likelihood. For efficiently building
the statistic model, we use Kernel Density Estimation (KDE)
with Gaussian kernel. f(x) = ﬁ Yonec 1l K (55,
where K () is a Gaussian kernel and h; is the bandwidth of
each data point x;. KDE is used because it is a non-parametric
model, which is suitable for computation-limited and storage-
limited embedded devices.

The basic NORC algorithm is illustrated as follows. Initially,
there is a small set £ with all data divided into L subsets
Dy, ie., L = {D; = {Xn,Yn}ty,=1}1~,, where L is the
number of found labels. The set of few unlabeled instances,
U = {x,,}M_,, is used to cache at most M unlabeled data
instances. For each known label [, the algorithm estimates the
density of x who has label [ and gets a model f;(-). For a new
data instance x* in the data stream, the algorithm estimates
maximum probability of the x* over all the models as the
score s*, i.e., s* = max;(f;(x*)). The algorithm only selects
instances whose scores are less than a certain threshold 7 to
transfer to the server. The value of threshold 7 is determined
by the average likelihood estimated over /. When the NORC
processor receives a label y* for the queried x*, it builds a
new KDE model on (x*,y*) if y* is new to L. Otherwise, the
NORC processor adds x* to the existing subset D, of £ and
updates the model f,-. The algorithm keeps running until all
the possible labels are found.

For efficiently preprocessing training data, incremental prin-
ciple component analysis (PCA) [7] is adopted, which trains
PCA by mini-batches of data with batch-size b. The idea is to
cache the unlabeled data points for incrementally training PCA
rather than drop them. Initially, the incremental PCA algorithm
is trained on the union set of £ and U, after which U/ is cleared.
The algorithm caches a point in &/ who has a score s* larger
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Fig. 3. Overview of NORC on distributed data

than the threshold 7 rather than drop it. When the size of U
reaches batch-size b, the algorithm updates incremental PCA
model by one batch and clears the cache.

C. NORC with Distributed Data (DNORC)

In a more realistic case, sensors that are close to each other
might collect similar objects belonging to one category. If the
close embedded devices run NORC algorithm independently,
they are likely to send duplicated objects back to the server.
This causes unnecessary bandwidth and labeling cost.

On the other hand, the close sensors might collect objects
from the same category but dissimilar in the input space. In
this case, two models f!'(-) and f7(-) for this category are
trained by partial set of data instances, which causes inaccurate
probability density estimation. A decent model should take
advantage of all the nearby data instances from one category.

The overview of DNORC is shown in Figure 3. Compared
to the centralized scheme, the proposed distributed method
has a lower latency and does not require a local centralized
embedded device. Each step is marked with (1,---,9) for an
easier illustration. DNORC is elaborated as follows:

o Each embedded device ¢ trains the set of model F! =

{f1(-)}, with its own set of labeled data instances £’ =
{D} = {Xn,Yn}}, —}{~1> as shown in step 1.

o Take device ¢ as an example. When a new x* is collected
by a device g (step 2), ¢ applies PCA to x* (step 3)
and broadcasts z* = P(x*) to all its neighboring em-
bedded devices (step 4). ¢ then calculates the probability
{P!(z*)}_, under all models {f(:)}- (step 5).

o All neighboring devices then proceed this step. Take de-
vice e as an example. It calculates the set of probabilities
{f£(z*)}{-, with the local models. Then, e transmits the
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number of labeled examples in each category and the
probabilities, i.e., {(|Di], f£(z*))}L, back to device ¢
(step 6).

o Device ¢ receives the (number, probability) pairs from
all the neighboring devices and calculates the global

probability by fi(z*) = 72’121?{%{?*)

the index of devices including g itself. T is the total
number of devices (step 7). The global probability is used
to compare with threshold 7 for making a decision.

The subsequent procedures follow NORC framework.

For globally consistent preprocessing of raw data, all the
embedded devices share one group of PCA parameters. When
number of unlabeled instances in / on a device reaches limit,
the device updates PCA parameters by one batch and clears the
buffer U (step 8). The device then broadcasts new parameters
to all embedded devices for an update (step 9).

, where ¢ denotes

IV. EXPERIMENTS
A. Experiment Setup

Experiments are conducted on two Raspberry Pi’s (Rasp-
berry Pi 3 model B+) running the Raspbian system. Each
device has an ARM Cortex-A53 1.4GHz processor and 1GB
SRAM. The Raspberry Pi’s are connected through Ethernet
port which has 300 Mbps transmission rate. The NORC
framework is implemented based on Python 3.7 and Scipy
library. We use Wireshark 2.6.3 to capture the network traffic.

Four methods are evaluated: 1) NORC. The basic NORC
algorithm runs on two devices independently. 2) DNORC. The
two devices run the DNORC algorithm collaboratively. 3) Full
Pass. All data instances are directly delivered to the server
without selection. 4) Random. Data instances are randomly
selected on each device with the frequency of quires calculated
according to the result of NORC algorithm. In particular, the
frequency is calculated by the fraction of number of data
instances selected by NORC and number of observed data
instances in data streams.

We test NORC framework on three real-world datasets:
MNIST, Page blocks and Shuttle. MNIST is a handwritten
digits dataset with 70000 784-dimensional images and 10 cat-
egories and the patterns are nearly uniformly distributed across
all categories. For the RCI case, 5 categories are randomly
selected to be the majorities (5000 data instances each) and the
rests are rare categories (100 data instances each). Page blocks
(5,473 instances) and Shuttle (14,500 instances) are highly
skewed dataset which means the distributions of instances
over categories are highly unbalanced. The majority classes
of Page blocks contains approximately 90% of data while that
of Shuttle contains 80% of data.

Each dataset is partitioned into two subsets, and each subset
forms a data stream which will be collected by one embedded
device. Two settings are used for the partition ratio: (90%,
10%) and (98%, 2%). The second setting is only applied
to MNIST because the other two datasets have limited data
instances. In the partition, the data instances in each category
will be divided into two subsets based on the partition ratios.
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Fig. 4. RC identification curves on real-world datasets. X axis: Number of streaming data instances. Y axis: Number of discovered labels.
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Fig. 6. Client-server network traffic and local network traffic
The reason an unbalanced partitioning is adopted is that we

want the two embedded devices to simulate the case that data
are highly distributed among many devices (more than 10
devices). In this way, device that are given less data instances
represents a single device in a large device cluster. The other
device represents the rest devices in a this cluster.

B. Results

RCI curve. Figure 4 shows the curves of found categories.
Full pass is supposed to be the best because it queries every
instance. NORC and DNORC have the same performance as
Full pass in three datasets, outperforming Random. On Page
blocks dataset, NORC and DNORC miss 2 rare instances at
the beginning. They still outperform Random and find the last
rare instances at the same time with Full Pass in the end.

Precision and recall. In RCI problem, precision denote how
many selected instances are rare and recall denotes how many
rare instances are selected. The results in Figure 5 show that
DNORC outperforms rest methods in precision and NORC
also outperforms Full pass and Random. This shows that
our DNORC improves the precision by utilizing neighboring
information. It’s shown that on MNIST, NORC and DNORC
both have a maximum recall value 1.0. On Page blocks, one
might consider use a larger threshold value at the beginning
to increase the sensitivity.

Network traffic. The total traffic between two embedded
devices and the server is shown in Figure 6. The data is amount
of network traffic of different methods normalized to Full pass
network traffic. NORC saves at least 65% of total bandwidth
while DNORC saves over 75% of total bandwidth.
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Less network bandwidth consumption relieves network con-
gestion, which gives a lower transmission delay. In this way,
latency for delivering data instances to server is reduced.
On the other hand, the proposed NORC algorithm is able to
process data stream, which further reduces latency.

Figure 6 also shows the local network traffic which is
captured between embedded devices running DNORC. The
amount of local traffic under MNIST experiments is small
while it is relatively large under Page blocks and Shuttle. The
reason is that only compressed data instances are transmitted
between embedded devices. The dimension of MNIST data
is compressed from 784 to 40 (19.6:1), which is much larger
than the ratios of Page blocks and Shuttle that are 1.7:1 and
1.5:1 respectively.

Time consumption. The time consumption of NORC algo-
rithm is tested on MNIST dataset. On average, NORC requires
165ms to process one instance. It costs totally 79.5 seconds
for NORC to find all the rare categories on average.

V. CONCLUSION

In this work, a near-sensor online rare category identi-
fication (NORC) framework is proposed. Experiments are
conducted on Raspberry Pi’s with real-world datasets. The
results show that the proposed framework can significantly
reduce network bandwidth consumption without sacrificing
performance.
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